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Figure 1: Effective comparative visual designs we identified for trade-off analysis: (al) Juxtaposition of metrics with (a2)
explicitly encoded invariance for high-level metric comparison; (b) Juxtaposed views with linked highlighting for global
embedding comparison; (c) Superimposed projections with explicitly encoded trajectories and animations for class embedding
comparison; (d) Juxtaposed doughnut charts for class metric comparison; (e1) Juxtaposed images with superimposed heatmaps
and (e2) explicitly computed perturbation for instance comparison; (f) “shine-through” interaction for model comparison.

Abstract

Despite the effectiveness of adversarial training (AT) in enhancing
model robustness, it suffers from the accuracy-robustness trade-off
and the “robust fairness” problem. To strategize effectively, practi-
tioners have the need to explore and compare model performance
in both standard and adversarial settings concurrently. This work
presents a design study with 11 experts to explore effective compar-
ative visual techniques for multi-level trade-off analysis. We first
collaborated with five adversarial machine learning (AML) experts
in an iterative design process, based on which we developed a visual
analytics design probe, VATRA, that employs an augmented hybrid
comparative design to support concurrent accuracy and robustness
evaluations for assessing model trade-offs. Further, we conducted
user studies with six domain experts and derived two in-depth
use cases of VATRA, providing empirical knowledge about how
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1 Introduction

Rapid advancements in Computer Vision (CV) [28, 34, 37] have
resulted in increasing deployment of vision-based classifiers in ap-
plications such as autonomous driving [27], facial recognition [36],
and healthcare diagnostics [18]. Nonetheless, it has been observed
that state-of-the-art (SOTA) classifiers like deep neural networks
(DNNss) are extremely brittle to adversarial examples [24, 56], i.e.,
input data crafted maliciously with minor perturbations to produce
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model mistakes, known asvasion attackS hese adversarial exam-
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with six domain experts, deriving two use cases\WATRA that pro-

ples, though often indistinguishable from the original dataset, can vide further empirical insights into the application of comparative
signi cantly undermine model accuracy, raising safety concerns visualizations for trade-o analysis.

[11,24,41,42 62, 62. As such, building adversarially robust models
has become a key design goal and a frequently studied topic of the
ML community [14, 41]. Currently, the standard and most e ective
defense isadversarial trainingAT), which trains a classi er with
adversarial examples close to the training data, such as adding ad-
versarial examples to the training set ] or integrating adversarial
methods into regularization [65].

However, AT is known to come with a two-fold trade-o , which
introduces critical decision-making challenges for ML practitioners.
First, while AT improves a model's robustness on adversarial exam-
ples, it lowers the model's clean accuracy on natural examples the
accuracy-robustness trade-problem 9. Second, AT exacerbates
the inter-class discrepancy for both accuracy and robustness, mean-
ing that an AT model may signi cantly underperform in certain
classes compared to a natural mod§).[This is de ned as theobust
fairnessproblem. Recent papers suggest that these two costs are
unavoidable consequences of existing AT metho8s/[ 21, 59.
Therefore, ML practitioners are faced with a dilemnsdould they
pursue greater accuracy, aim for robustness, or achieve a balan
between the two for optimal outcomes?

Presented with this dilemma, ML practitioners need to thor-
oughly explore and evaluate their models in batltural andadver-
sarial settings, and investigate existing attack strategies to identify
potential trade-o0 s. A comparative visual paradigm is well-suited
for this high-level need, as one can utilize it to 1) identify and link
object di erences (e.g., clean vs. perturbed datasets) to performance
outcomes, 2) compare individuals to dissect how similar patterns
(e.g., model characteristics) lead to positive performance (e.g., in-

creased accuracy/robustness), and 3) assess overall patterns to de

termine if the performance meets expectations (e.g., if the model is
satisfactory in both natural and adversarial conditiond9 22, 23.

We thus aim to explore comparative visual techniques for model
trade-o analysis across levels and develop a visual analytics design
probe to provide empirical insights on using hybrid comparative
visualizations for real-world model trade-o assessment. Although
several works have explored visual analytics for adversarial attacks,
they either do not meet our objective or have a completely di erent
focus. For example, Cao et a] focused on using visual analytics

to explain the causes of misclassi cations rather than trade-o s,
VATLD [25 is non-comparative and restricted to tra c light detec-
tors, and Ma et al.4( focused solely on data poisoning attacks in
binary classi cations.

To Il'in this gap, we carried out a design study involving a
total of 11 experts to investigate visual comparative techniques for
trade-o analysis, consisting of three main phases. First, we collab-
orated with ve experts inadversarial machine learnif@dML, i.e.,
the study of adversarial attacks and their defenses) in an iterative

co-design process to explore user tasks, levels of comparisons, and

design goals for developing e ective visual comparative techniques.
Second, based on our ndings, we creatéfiTRA, a visual analytics
design probe that employs an augmented hybrid comparative ap-
proach to support concurrersgiccuracyand robustnessvaluations

for assessing modétade-o s Finally, we conducted a user study

In summary, we make the following contributions:

An iterative co-design with ve AML experts that explored var-
ious comparative approaches, providing insights into user goals,
tasks, and e ective comparative visual techniques for model
trade-o analysis at di erent levels.

A visual analyticsdesign probe, VATRA, developed through
our iterative design process, that employs an augmented hybrid
comparative approach to support trade-o analysis.

A user study with six experts from two application domains
that derived two use cases MATRA, as well as further empiri-
cal insights on how ML practitioners can leverage comparative
visualizations for trade-o evaluation in AML.

2 Related Work

2.1 Adversarial Attacks & Defenses

Recently, a growing body of research has been done on adversar-
ial attacks and their defenses. A white-box attack assumes that

@étacker has full access to model internals, which includes the Fast

Gradient Sign Method (FGSM}4, Basic Iterative Method (BIM)
[35, and Projected Gradient Descent (PGB)][ A black-box at-
tack assumes the attacker only has access to the inputs and outputs
of a targeted model. Query-based black-box attacks include ZOO
[11] and HopSkipJump1Q, while transfer-based attacks include
substitute model [45] and ensemble attacks [39].

Presently, adversarial training (ATRE 41, 54 is the standard
and most e ective approach for building robust models that can
withstand strong attacks, which involves training a model with
adversarial examples. The most well-known AT is by Madry et
al. [41], which formulates the task as a saddle point (min-max)
optimization problem. More advanced methods also exist, such
as TRadeo -inspired Adversarial DEfense via Surrogate-loss min-
imization (TRADES)5, which captures the observed accuracy-
robustness trade-o through a regularized surrogate loss, robust
self-training (RST)4§, a robust variant of self-training that lever-
ages extra unlabeled data, and free adversarial training (Free-AT)
[57, which recycles the model's gradient information for producing
adversarial examples.

The abundance of existing research on adversarial attacks (e.g.,
[2,41,48 59 64, 67, 68) and defenses (e.g4T, 48 61, 64, 65) at-
tests to their relevance as AML methodologies. In this paper, we
primarily explored comparative visual approaches with attacks in-
cluding PGD f1] and SimBA R€, and defenses including TRADES
[69 and RST £§, though our design probe supports analysis of
di erent AT methods under any evasion attack. We selected these
methods to examine how practitioners can leverage comparative
visual analytics for both white-box and black-box attacks, focusing
on SOTA ATs to ensure our insights re ect the most e ective AT
approaches available.

2.2 Exploring Properties in Adversarial

Training
Despite AT's success in model defense, it comes with a two-fold cost,
including 1)accuracy-robustness trade-a reduction in the model's
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natural accuracy, and 2) thebust fairnesproblem, a reduction

in the model's class-wise fairness. Raghunathan et4f} §howed
that while both standard and AT CIFAR-183 models achieved
100% training accuracy, the latter had a notable drop in testing
accuracy despite its improvements in robustness. Xu et @} [
applied natural and adversarial training on a CIFAR-10 PreAct-
ResNet18 modePlH], and noticed that a standard model's class
performance was more consistent while an AT model displayed a
severe class-wise performance discrepancy.

Existing literature have explored these properties of AT, but the
trade-o s remain largely ill-understood. Several pessimistic papers
suggest the trade-o may be intrinsic. For instance, there may exist
an inherent tension between the goal of adversarial robustness and
that of standard generalization that provably manifests even in
simple settings $9. Hu et al. [3( conducted a theoretical analysis
of the impact of robustness from AT, and attributed the decline in
accuracy to an inevitable change in the model's decision boundary.
More optimistic works also exist. Yang et ab4 presented an
alternative perspective, claiming that the trade-o is not inherent
but a consequence of the current training methods due to a large
gap between theory and practice.

In light of these observations and theoretical analyses, the dual
trade-o s seem inevitable. ML practitioners thus have the need to
navigate these trade-o s by concurrently exploring model perfor-

analysis. Furthermore, to better support the work ow, our study
revealed that analyzing models at multiple levels of detail is es-
sential. Other AML visualizations that target non-experts include
Blu [ 1€, which highlights the abstracted activation pathways of
InceptionV1 [55 exploited by attacks, and Adversarial Playground
[44], which juxtaposes a natural MNIST image and its adversarial
counterpart alongside classi cation probabilities. While both vi-
sualizations e ectively explain attack logic to learners, our work
focuses on exploring comparative visual approaches that support
experienced ML practitioners in trade-o analysis at multiple levels,
and thus diverges in focus.

2.4 Comparative Visualization Approaches

As a common task in data analysis, comparison involves looking
for di erences and similarities between objects, and identifying
trends or patterns that shed light on their relationshipg7. Visu-
alizations have been shown to be highly e ective in assisting users
with comparison B, 22, 23 31]. The visual designs for comparison
can be divided into three categories, includingjXtaposition 2)
superpositiorand 3)explicit encodin§2?. Juxtapositiorinvolves
placing items separately in di erent spaces, often next to each other.
Some examples include Sequence Surveyhnjhich juxtaposes
large-scale multiple genome sequences as r@uperpositiom-
volves placing items in the same space, often on top of each other.

mance on clean and adversarial datasets, a task well-suited for a For instance, ContraNAZ( utilizes a contrastive representation

comparative visual paradigm. Our work seeks to address this need
by exploring various comparative visual techniques, identifying
those e ective for trade-o analysis at di erent granularities, and
examining how ML practitioners can utilize our design probe.

2.3 Visualizations in Adversarial Machine

Learning
In general, AML visual analytics remains relatively under-explored.
While some visual analytics tools have been proposed, they either
lack a comparative approach designed for trade-o explorations
or completely diverge in focus. Cao et a8][used a river-based

view that compares target and background networks in the same
space. Lastlyexplicit encodingnvolves explicitly visualizing the re-
lationships between the compared objects. For example, Mai§e [
visualizes connections between aligned genome blocks by drawing
lines that logically connect the homologous collinear blocks from
each genome. The three designs may also be combined to create
hybrid designs §, 13 22, 23 50. In addition, Tominski et al. $7]
showed that the three designs can also be augmented to form in-
teraction techniques, including the side-by-side arrangement (i.e.,
juxtaposition), shine-through (i.e., superposition), and folding meth-
ods (i.e., explict encoding). An interactive prototype integrating all

metaphor to visualize datapaths of clean and adversarial examples three interaction techniques was implemented to support compar-

but lacks support for trade-o analysis. VATLDZH is designed to
assess the accuracy and semantic robustness of tra c light detectors
but also overlooks the consequential trade-o s that may arise. The
tool also focuses on evaluating semantic robustness that is human-
interpertable, which di ers from the traditional de nition of adver-
sarial robustness targeted in our work. Sietzen et &3[developed

a tool for exploring CNN activations under 3D scene alterations
but focus solely on adversarial attacks in 3D and instance-level
evaluation without addressing trade-o s. Ma et all(] proposed a
framework for exploring model vulnerabilities, but it is specialized
for analyzing attacks that poison training data instead of producing
adversarial examples, in binary classi cation tasks.

Additionally, though some of these works include simple com-
parative elements§, 25 53, such as basic juxtaposition, none
investigated e ective comparative designs that can be integrated
into trade-o0 analysis. These tools are largely limited to juxtaposed

isons of table and matrix visualizations [57].

Inspired by these works, we aim to investigate e ective compar-
ative visual designs, augmented by interaction, for model trade-o s
through an iterative design process. We believe that identifying
these approaches will help ML practitioners more e ectively per-
form AML comparison tasks, such as assessing di erences in model
performance between datasets, recognizing similarities that en-
hance accuracy and robustness, and verifying overall patterns to
ensure the model meets expectations [22].

3 Design

We employed an iterative user-centered design process with AML
experts to explore various comparative designs. This section details
our co-design process, design requirements, and empirical insights
into the e ective comparative approaches for trade-o analysis.
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instance-level comparisons, such as placing natural and adversarial
images or feature heatmaps side by side, which, based on insights
from our later design study, are insu cient for e ective trade-o
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3.1 Design Process

Our co-design process involves ve experts (EES5; all men), all of
whom are experienced AML practitioners skilled in designing ad-
versarial defenses or training models adversarially. All participants
are knowledgeable about the trade-o s, and four have conducted re-
search speci cally related to them. Speci cally, our design process
consisted of four stages as detailed below.

3.1.1 Design Requirement & Task Formulafionrst understand

the design requirements, we conducted an extensive literature sur-
vey (Section 2) and interviews with E1E5 on trade-o analysis.

The 90 120 minute semi-structured interviews covered topics in-
cluding experts' trade-o analysis work ows, tools, challenges, de-
sired visualization tasks, and visualization integration preferences.
Each interviewee was compensated $20/hour. We transcribed and
analyzed the interviews using a combined approach of open and
closed coding. Through a nity diagramming, we con rmed the
need for a multi-level comparative approach and identi ed key
recurring themes. These insights informed our high-level domain
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3.2 Tasks to Support in Trade-o Analysis

From our interviews (Section 3.1.1), we found that none of the AML
experts use existing visual analytics for model trade-o s due to lim-
ited comparative capabilities. E1, E2, and E5 rely on simple coding
libraries for basic visualizations like tables and bar charts. However,
these methods are often cumbersome, tedious, and insu cient. All
interviewees recognized the value of adopting comparative visual
approaches in their work ows and expressed interest in exploring
them. While some AML visual tools exist (e.g3, 5 53), none are
designed for trade-o analysis or integrate well into their work-
ows. Experts noted these tools focus on low-level analyses, like
instance features or neuron pathways, lacking support for dataset-
or class-level comparisons needed for trade-o identi cation.

Based on expert insights, we identi ed four essential high-level
domain tasks to guide the design of our visual comparative ap-
proach. These tasks included:

T1 Exploring models' behaviors in standard and adversarial condi-

tions to understand their trade-o s.

tasks (Section 3.2) and design goals (Section 3.4) for our comparativ-gz Locating interesting insights related to model trade-o s or the

visualizations and design probe.

underlying causes of these trade-o s.

T3 Identifying the optimal model for their speci c dataset, or alter-

3.1.2 Comparative Approach ExploratiBased on the work ows

natively,

described by our experts, we identi ed a set of multi-level compari- T4 Determining directions to improve the existing models or address

son tasks that can help them achieve the established high-level goals.
Guided by our design guidelines and expert input, we explored var-
ious combinations of comparative designs (visual + interaction
techniques) to support these comparison tasks. We created low-
delity prototypes (e.g., sketches, mock-ups) and presented them
to E1 E5 during our co-design sessions, discussed the pros and
cons of each comparative approach, and collected their feedback.
Our insights on e ective comparative visual designs for trade-o
analysis, including ndings from the high- delity prototype, are
detailed in Section 3.3. From our preliminary design exploration,
we selected the initial design for our design proB&ATRA, and

de ned the view components for each comparison task.

3.1.3 Design Probe Developméiiter selecting an initial design,
we engaged E1 E5 via emalil, sharing updates and gathering feed-
back to re ne our design probe and comparative visualizations.
Incorporating expert insights, we subsequently implemented HF
versions. Then, we hosted remote sessions to engage experts in HF
prototype walkthroughs, during which we asked them to perform
AML domain tasksT1 T4; see Section 3.2) on their preferred
datasets. After the walkthrough, we conducted a semi-structured
interview to gather expert feedback on the design probe and sugges-
tions for further improvement. Each session lasted between 60 to 90
minutes. Experts were compensated $20/hour, and their provided
insights were incorporated into the nal design.

3.1.4 User Studies with Expeffis.explore howWATRA's compara-
tive visual analytics tinto the work ows of ML practitioners across
various application domains, we conducted 90-minute interviews
with six domain-speci ¢ ML experts. Based on the collected insights,
we created two detailed use cases to o er empirical knowledge into
how ML practitioners can leverage comparative visualizations to
perform trade-o evaluation in AML. Details about the studies will
be described in Section 5.

their trade-o s.

Tlisthe rststeptoidentify how much ofatrade-o exists, which
typically involves directly comparing how the model's performance
di ers across metricsT2 involves examining the model's character-
istics at each level to analyze how they di er under each conditions
to generate insights. E2 and E3 mentioned examining feature space
proximity to assess instance vulnerability, while E4 used feature
heatmaps to determine if the model focuses on objects or ndiSe.
involves comparing models with di erent defenses, and identifying
those that are most aligned with the target dataset, diserent
ATs vary in their e ectiveness across di erent types of d&a T4
involves devising potential strategies to improve model trade-o s
based on insights gathered from comparative assessments.

3.3 E ective Visual Comparative Techniques
for Trade-o Analysis

During our interview, our experts emphasized the need to perform
comparison tasks at multiple granularities to gain a comprehensive
understanding of the trade-o s. Therefore, the visual techniques
should be designed to support comparison at di erent levels for
users to perforniTl  T4. To achieve this, we explored how each
domain task could be supported with multi-level comparisons in
our design exploration and prototype walkthroughs. This led to the
identi cation of six levels of comparisons that align with the high-
level objectives and our experts' work owsg1 C6). Through our
iterative design process, we explored various comparative visual
techniques with our experts, and based on their feedback, identi-
ed those e ective for supporting these comparison tasks. Below
we present a report of our empirical insights into the e ective
comparative visual methods for trade-o analysis.

C1: High-level metric comparison. For comparing high-level
performance metrics (e.g., overall accuracy/robustngssgjapo-
sitionis a simple but e ective strategy (Figure 1al). Since these
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Figure 2: Examples of other comparative visual designs we
explored during our iterative co-design process.

metrics are numerical data, superposition is less ideal for lack-
ing a shared coordinate system for overlaying them (Figure 2al).
While explicit encoding can visualize trade-o s more explicitly (Fig-
ure 2a2), the experts preferred juxtaposition for its better context
when assessing individual models. Our interviews and prototype
walkthroughs also revealed that the experts were generally not
interested in knowing the precise accuracy/robustness di erence
from explicit encoding, as simple juxtaposition already helps them
compare and identify key trade-o patterns and di erence&§.
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C3: Class-level embedding comparison. From our explo-
ration, we found that a hybrid design aduperposition + explicit
encodings particularly e ective for embedding comparison at a
class level (Figure 1c). In global embeddings, where a large number
of data points can lead to visual clutter, juxtaposition was preferred
as it separates datasets into di erent spaces for clearer comparison.
However, with class embeddings, we found that the smaller number
of instances makes superposition more advantageous. Speci cally,
by superimposing natural and adversarial instances in the same
space, users could directly compare and identify trade-o s based
on spatial proximity, reducing the cognitive load of shifting atten-
tion between separate view2§. During walkthroughs, experts
con rmed that superposition helps them quickly determine data
relationship: overlapping indicates similarity, while spatial di er-
ences reveal dissimilarity. Furthermore, when explicit encoding is
added thoughtfully, it reveals additional embedding relationships.
Speci cally, we observed that superposition reveals general dis-
tribution di erences, while explicit representations, like instance
trajectories or embedding movement animations, highlight ner
trade-o s between individual instances from the two datasets. In
one walkthrough example, proximity revealed that a class cluster
broke into smaller clusters after an attack, but explicit encoding
helped users trace which parts of the original cluster shifted into

Placing metrics close together also avoids the issue of object sepa-these smaller clusters.

ration in juxtaposition, since accuracy and robustness are simple
metrics that are easy to comparé T, 23. However, when com-
paring conditions within a single modekxplicit encodin® ers
another layer of representation for understanding object relation-

ships (Figure 1a2). For instance, displaying the average model in-

variance between two datasets emphasizes the trade-o to viewers
by visualizing it as a computed relationship. For class precision and
recall (considerecC1 as it compares overall class metricg)xtapo-
sitionwith color-coding supports identi cation of class unevenness
through comparison of high-level visual features such as color dif-
ferences (Figure 2b). E3 noted that this comparison is particularly
helpful for quickly nding fairness irregularities across classes.

C2: Global-level embedding comparison. We found that a
hybrid of juxtaposition + explicit encodirig highly e ective for
this comparision (Figure 1b). Juxtaposing the global embeddings of
natural and adversarial datasets, with interactive highlighting of
corresponding selections a form of explicit encodin@[j ensures
that each dataset is fully visible and comparable. The experts found
this hybrid approach particularly valuable in this context, because
they were comparing complex objects (e.g., scatterplots with many
data points) and each comparative technique e ectively compen-
sates for the other's limitations. Speci cally, juxtaposition main-
tains original data by displaying them independently in separate
spaces, but we found that users struggled to make connections
between them due to the complexity of embedding projections.
Explicit encoding directly visualizes object di erences but loses the
context of the original objects. By combining these two approaches,
the hybrid design leverages juxtaposition to maintain context and
explicit encoding to highlight object di erencesZ3. Superposi-
tion creates visual clutter and di culty in interpretation due to a
large number of instances, making it more suitable for class-level
embedding comparison with fewer data (Figure 2c).

However,juxtapositionproved useful when used to address nav-
igation challenges. Speci cally, it can organize class instances from
both datasets into side-by-side columns in a separate linked view, al-
lowing for quick comparison of instance prediction correctness before
and after an attack-E5(Figure 2d). This immediate visual feedback
reduces user burden by supporting e cient instance navigation
based on model correctness [22, 23].

C4: Class-level metric comparison. For metric comparison
at a class level (e.g., false positives, false negatijiegppositiorby
itself proves to be an intuitive design (Figure 1d). By placing class
performance side by side in a consistent spatial layout, our experts
noted that they can e ciently compare metric trade-o s without
cognitive overload 23. Visual elements from simple charts (e.g.,
doughnut charts) are su cient to help them retain context and rely
less on memory to make comparisons.

C5: Instance-level image comparison. For this task, we found
the hybrid design ofuxtaposition + superpositi@md explicit en-
codingparticularly useful. Juxtaposition and superposition comple-
ment each other well in this context to address the common imper-
ceptibility of adversarial attacks (Figure 1el). Juxtaposition allows
users to directly compare input images from both datasets close
together, making it easy to spot any visible semantic di erences.
When the images appear visually indistinguishable, superposition
becomes useful to highlight model perception trade-o s by over-
laying feature-based visual explanations. One e ective example,
which we found through our design exploration, is juxtaposing
natural and adversarial versions of an image with the option to
interactively toggle heatmap overlays to highlight model percep-
tion di erences. Many heatmap visualizations (e.g., saliency maps)
are already widely used by AML practitioners for instance-level
analysis P, 32 66, and these visual explanations themselves act
as a form of superposition. When mixed with juxtaposition, this
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creates comparisons of comparison23, visualizing how signi -
cant features perceived by models di er before and after the attack.
E5 found this design valuable as it allows for rst comparing raw
images and then overlaying heatmaps to observe model perception
trade-o s. Explicit encoding is less e ective for heatmaps as it ob-
scures original images, but can be e ectively used to visualize the
image di erences as the applied perturbation, which highlights the
image features the attack speci cally targets (Figure 1e2).

C6: Model-level comparison. For model comparison, an e ec-
tive design is a hybrid approach augmented by interaction, using
the blink and shine-through technigues. We consider these tech-
nigues to incorporate elements of all three desigjstaposition
superpositiorandexplicit encodingDuring the initial design explo-
ration, both our team and experts originally leaned toward using
a small multiples design, where models are compared side by side
using juxtaposition, with either superposition or explicit encod-
ing to compare the two conditions within each model (Figure 2el).
However, prototype walkthroughs revealed that this approach led
to cognitive overload, especially when combined with comparisons
from other levels C1  C5), making it too visually overwhelming.
This led us to explore more dynamic designs [23, 57].

Through our exploration, we found that the blink interaction
[23 allows users to toggle between models while retaining con-
text, such as maintaining focus on a speci c class or instance when
switching models (Figure 2e2). This method e ectively combines
elements of superposition and juxtaposition by allowing compar-
ison within the same coordinate system, but sequentially in time
rather than space. We found that it worked well for simpler com-
parisons likeC1, C4, andC5, as it still predominantly relies on
users' memory to make comparisons. However, our experts noted
that with this technique, comparing complex objectSZ & C3)
was more challenging due to the mental e ort required to track
shifts across models. From further exploration, we found that the
shine-through interaction can e ectively address this problem
(Figure 1f). Proposed irb[], it allows users to overlay embeddings
from di erent models with the ability to control the transparency of
each model's embeddings. This exibility lets users retain as much
context from each model as needed, and ne-tune comparisons
to reveal subtle trade-o s between models without overwhelming
the display. Though the original work7] largely views this as an
augmented form of superposition, we consider it to incorporate
elements of all three visual comparison designs: superposition by
overlaying embeddings in the same space, juxtaposition in time
through the ability to transition between models, and transparency
control as explicit encoding to emphasize model di erences. As
such, from our exploration ofC6, we veri ed that, beyond pro-
viding comparison assistance (e.g.,@1 C5), interaction can
address inherent issues in basic visual comparative designs. An
interaction-heavy design e ectively mitigates visual clutter and
cognitive overload that arise in other hybrid approaches.

3.4 System Design Goals

To support the designs of a complete system, we performed addi-
tional qualitative analysis on our expert interviews (Section 3.1.1) to
extract further design requirements. Here, we present the complete
set of design goals fovATRA:
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G1: Utilize a comparative visual approach. Given the known
trade-o s [49 59, 65, all interviewees con rmed that a compara-
tive visual approach is needed to assess models on both datasets
concurrently. E3 commentedi-ocusing on a single metric can be
misleading, since many models perform well only in either standard or
adversarial conditionE2 agreed Visually comparing is important
to guide us in turning model parameters and seeing how much we
can trade accuracy for robustness.

G2: Visualize trade-o s at multiple levels of details.  Many
ATs demonstrate e ectiveness by reporting their overall accuracy
and robustness47, 52, 65. However, to assess real-world viability,
trade-o s should be visualized at di erent granularities, amodels
with strong overall performance can still reveal trade-o s at speci ¢
instances or classeg&3 Additionally, all interviewees agreed that
class-wise comparison should be speci cally supported to assess
fairness trade-o s f, 5, 63. E5 stated, When examining safety-
critical classes like stop signs, if the visualization shows a fairness
trade-o in misclassifying them under poor lighting, | would prioritize
addressing it by training on poorly-lit signs.

G3: Facilitate interactive exploration of trade-o causes.
The experts believed that the visualizations should be augmented
with interaction to support dynamic exploration. E4 explainetf,
users can interactively explore the embedding space pre- and post-
attack, they can navigate to the most a ected areas for a close-up to
investigate trade-o reasons and be more infornte2lagreed |f
users can interactively drill down into class overlaps between datasets,
it can reveal subtle patterns and help users explore why certain class
performances decline sharply compared to benchmark models.

G4: Adapt to various evasion attacks, ATs, and image clas-
si cation tasks. As many attacks [0, 11, 24, 35 41] and ATs
[24, 41, 48 56, 69 exist, the experts emphasized having a visual
framework that can be generalized to di erent attacks and defenses.
E1l stated,To nd the best method in our work ow, we compare
various AT methods to see how each holds against perturbeddata.
and E2 also stressed that the framework should be generalizable to
domain-speci c image classi cation tasks. E2 explainedertain
images, such as medical ones, are much susceptible to attacks than
others. Users should be able to explore their own datasets to better
assess models' reliability in their use cases.

4 VATRA

Here, we describe the details of our design proWATRA, guided

by our empirical insights into e ective comparative approaches
(Section 3.3) and developed through the aforementioned design
process (Section 3.1).

4.1 Design Probe Overview

VATRAI s a visual analytics design probe divided into two system
components: 1) a backend analytic pipeline (Section 4.2) and 2) a
frontend user interface (Section 4.3).

The backend analytic pipelingenerates adversarial examples
and evaluates models for trade-o analysis. TRerturbemodule
applies user-selected attacks and processes images for metric eval-
uation and embedding analysi&#). TheFeature Analyzeextracts
embeddings from both inputs, using a dual DR approach combining
independenand conjointmethods (Section 4.2.2). It also employs
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